All-Hands LDRD Project Meeting

September 22, 2006

DIS Division, Building 900, Room C-05
 
Participants: Steve Eckmann, Ed May, David Malon, Frank Siebenlist (by phone), Alexandre Vaniachine
Apologies from Ian Foster, Kate Keahey, Tim Freeman
Agenda:

 9:00 SHIELDS Overview




Sasha Vaniachine (HEP)

 9:20 Report on Grid-enabling PostgreSQL


Steve Eckmann (DIS)

 9:40 Report on Testing Activities



Ed May (HEP)

10:00 Introduction to Intrusion Detection and Prevention for SHIELDS

Steve Eckmann (DIS)

10:10 break

 

10:30 Working Session on preparation of the first year report 

 

12:00 Lunch break

 

13:30 Technical discussions on grid-enabling PostgreSQL

 
The meeting slides and project reports are linked from the project web:

http://www.hep.anl.gov/atlas/ACG/SHIELDS
Summary (compiled by Steve Eckmann)
* We agreed that we should develop a whitepaper on the SHIELDS security model. The whitepaper should include assumptions and objectives, and specify what is in scope (and at least by inference, what isn't in scope).
* We should look for a security conference at which to present SHIELDS software solutions. (We think we need the whitepaper first.)
* We should start the process of integrating grid-enabled PostgreSQL into Globus distribution.

* We need a better host platform for Virtual Machine + Database performance testing before results could be considered publishable.
* xio might provide a better interface to GSI functionality than the GSS API; Steve will look at how GridFTP uses xio and/or GSI.
* Steve proposed investigating a host-based IDS called OSSEC for incorporation into VMs. Ed pointed out that my assumption about SSL sessions being encrypted doesn't always hold, so network-based IDS might also be useful, particularly if we could integrate it with the Xen virtual switch. Security between a Xen-0 host and other physical resources probably is outside the scope of SHIELDS. E.g., Xen-0 hosts (gatekeeper nodes?) probably should be isolated via firewall from physical resources that are not supposed to be grid-accessible. Physical organizations should already be doing that.
* We discussed potential applications of SHIELDS technology. For next year the most promising opportunity is to include grid technology (specifically SHIELDS products) in a broader evaluation of distributed data management, as part of the follow-on to a pilot project that is just starting.
* We discussed the first-year report. The reporting requirements are expected to be announced early in October when the call for the LDRD reports will be out. The report format is expected to be similar to that in the previous year. The second project meeting planned during the October 18-26 period should provide the opportunity to finalize the first year report.

* The project had been renewed but at a lower level than in the first year. We should discuss the consequences, such as allocation of effort to various lines of inquiry during the next meeting.
